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WHAT LURKS ON THE 
DARKWEB
Chris Patteson
Executive Director – Risk Transformation Office

C O N F I D E N T I A L
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Chris Patteson 
Executive Director - Risk Transformation Office

Chris Patteson has over 20 years of experience as a leader, practitioner, and 
innovator within GRC and Integrated Risk Management (IRM) in the 
manufacturing/logistics, technology and logistics sectors.

• Executive responsible for IRM with a leading global logistics corporation
• Led data sciences and automation organization in developing new models, 

methods and architectures in fraud management and cargo security risk
• Led global research and strategy development for emerging global 

transportation models
• Drove Integrated Risk Management transformation to improve adherence 

and reporting of compliance gaps

Chris’ current research lies in security architectures related to risk systems and 
risk data science.  His work led to a patent for Methods, Systems, and Devices 
for Detecting and Isolating Device Posing Security Threats.  

Chris holds a bachelor’s degree in Industrial Engineering from University of 
Tennessee and an MBA from Christian Brothers University.  

Chris leads Industrials and Technology for the Risk Transformation Office.https://www.linkedin.com/in/cpat13/
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WHAT ARE WE TALKING ABOUT..

Congressional Research Service –

www.crs.gov
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VPN Tips

• Must have high grade encryption

• Hides logs

WHAT TOOLS DO  I  NEED TO EXPLORE 
THE DARK WEB?
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WHAT IS YOUR DESTINATION

Surfacing Collaborated Networks in Dark Web to 
find Illicit and Criminal Content - International Cyber Crime Research Center (ICCRC) 

School of Criminology, Simon Fraser University 

Darkwebnews.com
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Forward Looking Threat Research Team – Trend Micro / Trend Labs
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TOOLS OF THE TRADE /  CYBER CRIME AS A 
SERVICE 

Amor Black Market Report 2018
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PASSWORD STUFFING

Repetition

Simple Patterns

1.4 Billion Clear Text Credentials Discovered in a Single Database – 4iQ Analysis
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THE FAIR MODEL
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THREAT COMMUNITIES
O R G A N I Z E D  R E T A I L  C R I M E - I D E N T I T Y  T H E F T  / B E C

▪ Factors

− Global in nature, complex business models

− Identity theft, PII

− Emerging data protection laws (compliance risk)

− Identities are used to fraud financial institutions, 
retailers, airlines, etc.

− Business Email Compromise (BEC) targets the 
organization directly

− Credential Stuffing

▪ Loss magnitude

− Levees and fines from regulatory agencies

− Credit / Fraud reporting 

− Forensics services

− Litigation / Legal Services

− Lost Revenue (esp BEC)

Amor Black Market Report 2018

RSA Fraud Risk Intelligence - Q2 1028
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2018 Updates on the heels of GDPR

▪ Alabama (SB 318) – Alabama passes its first data breach notification law.

▪ Arizona (HB 2145) – Arizona updates its breach notification law to expand the definition of personal 
information and tighten notification timelines, among other things.

▪ Colorado (HB 1128) – Colorado strengthens consumer protections by requiring formal information 
security policies as well as increased oversight of third parties.

▪ Iowa (HF 2354) – Iowa passes legislation regulating online services and mobile apps for students.

▪ Louisiana (Act. No. 382) – Louisiana amends its data breach law.

▪ Nebraska (LB 757) – Nebraska enacts requirement to maintain reasonable security practices and 
procedures and flow down those obligations to third parties.

▪ Oregon (SB 1551) – Oregon amends its breach notification rules. 

▪ South Carolina (H4655) – South Carolina imposes heightened breach notification and security 
requirements on the insurance industry.

▪ South Dakota (SB No. 62) – South Dakota enacts its first data breach notification law

▪ Vermont (H. 764) – Vermont passes legislation to regulate data brokers.

▪ Virginia (HB 183) – Virginia amends its breach notification law to include income tax information. 

THREAT COMMUNITIES
R E G U L AT O R S - I D E N T I T Y  T H E F T

https://legiscan.com/AL/text/SB318/2018
https://www.azleg.gov/legtext/53leg/1r/bills/hb2145p.pdf
https://www.dataprotectionreport.com/2018/02/amended-colorado-bill-aims-to-enhance-data-privacy-laws/
https://www.legis.iowa.gov/legislation/BillBook?ga=87&ba=HF2354
https://www.legis.la.gov/legis/ViewDocument.aspx?d=1101149
https://nebraskalegislature.gov/FloorDocs/105/PDF/Slip/LB757.pdf
https://gov.oregonlive.com/bill/2018/SB1551/
https://www.scstatehouse.gov/sess122_2017-2018/bills/4655.htm
https://legiscan.com/SD/text/SB62/2018
https://legiscan.com/VT/text/H0764/id/1805533/Vermont-2017-H0764-Chaptered.pdf
https://lis.virginia.gov/cgi-bin/legp604.exe?181+sum+HB183
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THREAT COMMUNITIES
O R G A N I Z E D  C R I M E - R A N S O M W A R E

▪ Factors

− May be the act of as few as 100 to 200 running 
cybercrime as a service

− Financially Lucrative with little chance of arrest

− Trend Micro reported seeing 79 new ransomware 
families in 2016, compared to 29 new ransomware 
families in all of 2015

▪ Loss magnitude

− Paid ransom (Bitcoin)

− Forensics services

− Litigation / Legal Services

Cylance



14

THREAT COMMUNITIES
N AT I O N  S T AT E S

▪ Factors

− May be targeted attack or collateral damage

− Extremely organized and well funded groups

− APT (east / west exploits)

− Wide range of tools

▪ Loss magnitude

− Complete rebuild of organizational infrastructure

− Lost Revenue

− Forensics services

− Litigation / Legal Services
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HOW ARE YOU TRACKING RISK?

Ad-Hoc
Spreadsheet

Analysis
Risk Register

Matrix

Risk Modeling

(e.g. FAIR, 

Actuarial)
Dynamic Risk 

Modeling

Increasing Targeting, Precision, Automation, Complexity and

Reduction of Risk and Control Overlap

Emerging
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THE FAIR MODEL



17

CPAT’S BASICS LIST

▪ Know your IT assets….all of them! How else can you prioritize?

▪ It will happen one day…

− BC/DR

− Air-gapped Backups

− Bitcoin

− Forensics Retainers

▪ Basic Hygiene with a Vulnerability Risk Management Program

▪ Start thinking with FAIR

− Which threat communities actually pose a risk? Study the Adversaries!

− What assets are they coming after?

− What is the loss magnitude

− What is the probability this happens this year? Next year? In 5 years?

− Start selecting the best countermeasures

▪ 2 Factor everywhere…or at least the option!
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OTHER COUNTERMEASURES TO CONSIDER

▪ Tabletops

▪ Deception (pick up East / West traffic)

▪ Email Sandboxing

▪ VDI where possible

▪ DarkWeb Research Tools

▪ Management of Admin rights….PAM
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RSA ARCHER CYBER RISK QUANTIFICATION

Key Features
• Built-in risk calibration and analysis engine for cyber 

risk calculation

• Templated workflow for easy scenario modeling

• On-demand risk analytics for answers to questions 
on the fly

• Mathematical simulations to build your risk profile 
with limited data

• Existing loss tables based on industry data

• Easy-to-use SaaS application

• User-friendly interface
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RSA ARCHER – THANK YOU

OPEN DISCUSSION
RSA Archer customers

1,300+ GRC deployments

9 of the Fortune 10

38 of the Fortune 50

69 of the Fortune 100

10 out of 10 biggest U.S. banks*

Global operations

~$1B revenue

2,700+ employees

1,000+ technology partners

30+ years of cybersecurity expertise

15+ years of risk expertise


